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Research and implement of file safe deposit box based
on authentication and authorization
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Abstract: Considering that the existing file safe deposit boxes lack online authentication and server authorization, a
file safe deposit box based on authentication and authorization was designed and achieved. This system firstly iden-
tified the users of the file box online, thus avoiding the illegal users to login. Moreover, the master collected the op-
eration events exerted on the files in the clients, and the master provided a granular authentication for the operation
of users, thus avoiding the illegal operation and incorrect operation. The test of this system proved that it can be able
to achieve the preset functions and can be widely used in many conditions.
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%rivate void Send(string uid, string pwd)
Md5_uid=zetMdSHashiuid);
MdS_pwd=getMdSHash (pwd) ;
Login(Md5_nid, Md5_pwd) ;

T

public void Login(string userName, string passwor =]

WriteTokens ("LOGIN®, userName, password, SubjectName) ;

B3 FELNIERS RS

AH PE B AR AT H B FHEdE e, A
REvei i Bt d ] SQL Server 2008 Hidi . 1%
8 P BRI P A5 B3 dbo.user BTN 4 T

00054-3



o551

HEIGE T I T UERAB SO 2 AR AR BRI 505 SEBL c19-

VON.File - dbo.user
Bk b l=d] Al 8

9 BFD nchar(10) O
FARED nchar(10} a
ArE ntext a
;125 ] char(10) =]
i ntext ]
B ntext ]
WEiLE nchar(30) a
machght nchar(30) =]
BRE float B
FAFHETS char(10) a
TRFHS char(10) a

]

4 JE AR

AR PSS e AR TV VAR S P I S

PR o

EELIRYT)

BRD_RAES BAE RRGS Sh BE  HEAE = RAFD  BAKS BARS
1oE e mA A EFS EHE FCNNDN0ES 02ATTET W00 T FE

2w vus ®= 8 EW GIE  PC0TI0NISUES 00235A7447C5 1600000000 R TlE

K5 RGBT E R

3.3 MHBRERNERERTH

A 7% R B A A LR SCAF AT T AR R
B CanaRvs D3 U R el AL S AT T4 I, &
Gk o0 E R PRAE AT A58 B o A S0 20 ) i
FAFTBOINLES SCAF AT I g, RN
IR AP, A S SO OR G4 o B P
APV SCAFREAT R, — ELBLSE SCPFE 3Rk %
PRI, P4 B P RHORE B B 1) Ji 55 4 i s i
AR, PRIRSS A R LA SO REAT AR
AR, SR B RS EREAME (ks
i it P VUSSR I, A 45380 IR 55 3 14
VFRA SR vrhAT, SR E.

FCHE 7238 PR AT PR 0 2 2 BN

Void MoniorFile(string strFileName; string
strFilePath; UNIT uFileState; string strMessage);
o, strFileName i SCAF44 85 strFilePath 24 3C
PEER4E; uFileState 4 SCAPIRES (AR IATHE U
strMessage A [] IR 55 ds P2 AT (1 2 0 TH LN 7%

S AL A SO R A I 1 D) R 2
ARG ISR A Socket BRSCR S,
FR S5 dsim s AT & 6 Frs o

private void Receive(Socket socket)
NetworkStream ns = new NetworkStream(socket);
FileStream fs = new FileStream(“c:\file. txt”, FileMods. OpenOrCreate);
bool isRead = true;

this. txtFile. Text = "SR

) fe.Close();
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private void btSend Click(objsct sender, System Eventhrgs s)
if (this. _isConnect)
_ns = _tec. GetStream();
string path = this. txtPath, Text, Trim();
FileStream fs = new FileStreamipath, Filelode.Open):

}fs Closel);
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